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Thank you partners!

Together, we process
billions of signature
ransactions every year!
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Agenda

The Experience vs Compliance Challenge
Adobe Document Cloud and Cloud Signatures
Cloud Signature Consortium

Moving Digital IDs into the Cloud

Q&A
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EXPERIENCES

#%5 MATTER MORE THAN EVER
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BUT

COMPLIANCE

IS NON-NEGOTIABLE
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Together, we built the first digital
signature standard for PDF.

v" 1B Acrobat Reader desktops
v Meeting today's most rigorous
compliance requirements

© 2017 Adobe Systems Incorporated. All Rights Reserved.

And now, it's time for a new
standard on mobile and web.

CLOUD
SIGNATURE
CONSORTIUM

142296

Adobe



Adobe and the Cloud Signature Consortium are
leading the way toward an open standard for
cloud-based digital signatures

CLOUD that will:

SIGNATURE
CONSORTIUM

Bring secure signatures to 7 billion mobile devices, web apps

Improve the customer experience
Accelerate business
Expand worldwide adoption of digital signature

The CSC specification is a candidate for contribution to the
ETSI remote signature standard development project
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Adobe Document Cloud
and Cloud Signatures
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Adobe Document Cloud

xh ADOBE SIGN

A ACROBAT DC

‘ - ACROBAT READER DC
WEB AND MOBILE APPS
A‘ T3] INTEGRATIONS
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Adobe Sign

Dashboard Send Manage Reports Account

Adobe Sign makes it easy —
to send documents for —
Signatu re. Complete in Order C) Add Me | Add Recipient Group
[ ()' ~  johnsmith@abc.com B4 - Email IEJ
14

Show CC

=z
o
o
o
=)
a
T
-~

Message
Options
Please review and complete this document. O Password Protect
O Completion Deadline

Add Files O Set Reminder

Drag & Drop Files Here Signature Type
® Electronic © Written

ns Incorporated. All rigl Terms Privacy
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Drag and drop to add
form and signature fields
to the layout before
sending a document.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

Reports

IT 5 sare ana secure.

It’s simple... here's how
* Payroll Checks

F

» Government Checks

Y er can

| authorize (name of business)

and my bank to automatically deposit my payroll check into my
account listed above (this includes my authorization to correct
entries made in error.) This authorization will remain in effect until

I give written notice to cancel it.

Signer Info Fields

Data Fields

A
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Adobe Sign

Signers get an email and
clickon a link to sign in a

browser on any device. Andrea Valle Has Sent
you direct-deposit to

To ensure that you co

© 2017 Adobe Systems Incorporated. All Rights Reserved. 14 "‘
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Adobe Sign

Signers are guided to -
complete the form and ol e

It's safe and secure.

click the signature field . o
to begin signing.

It’s simple... here’s how.
= Payroll C
payroll check into my

| This is a digital signature field. Click to Pl
STl | v o <rict o
| of the signature in the document.
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Choose to sign on any
device with a Cloud
Signature.

Or, download and sign
with free Acrobat
Reader software and a
USB token or smart
card.
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Adobe Sign works with
leading digital ID
providers. Recipients
pick their provider to

begin signing.

© 2017 Adobe Systems Incorporated. All Rights Reserved. 17 "‘
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Signers authenticate with
their provider.

Optionally - this
experience can be
replaced with a
corporate identity login
or Single-Sign-On.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

Trusted Service Provider Login

Adobe



It's possible to have
more than one digital ID.
Signers pick
one to use.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

Choose the Digital ID to use for signing

€tesi Group FEA CA)

) il
®,11 Group, Expires: 2022.0215

Adobe



Adobe Sign lets you
preview the signature
and add a reason for

signing.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

nawspr /public/esi 1=CBICHBCAABAAKA -EwF6ysZBOdaZoUh_~ET4o

Edi

Digitally signed by Andrea Valle

Reason agreement
Date: 2017-02-2 :00

Signing Reason am app

20
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Signers click to finalize
the appearance of the
signature in the
document.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

Adobe Sign

nt Number

It's simple... here’s how.

+ Payroll Checks
| authorize (name of business) —
and my bank to automatically deposit my payroll check into my
account listed above (this includes my authorization to correct

entries made in error.) This authorization will remain in effect until
| give written notice to cancel it.

Digitally signed by Andrea Valle
Reason: | am approving this

w_ agreement
Date: 4+01:00

of this document

21
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To validate the signer’s
identity with high
assurance, Adobe Sign
requests a unique PIN,
plus One-Time Passcode.

This method may vary 142296
depending upon the
Trust Service Provider's
unique requirements.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

22

Enter the PIN and One-Time P

Enter the PIN protecting the Digital ID as provided by your Trust Service Provider.

PIN

Enter the One-Time Password associated with your Digital ID. The OTP will be
generated and delivered to you depending on the technology supported by your
Trust Service Provider.

ot 142296

Didn't receive the OTP? Send the OTP again

A

Adobe



It's easy to download a
copy of the signed
document.

Final documents are
distributed to all parties
automatically.

© 2017 Adobe Systems Incorporated. All Rights Reserved. 23 "‘
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Final documents are
certified with a tamper-
evident seal.

Signatures are checked
and validated when
displayed in Adobe

Acrobat Reader software.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

Home Tools Employer Direct Dep... X @ Andrea -

® 8 HEQ R OO - RBEAT

ﬁ’ Certified by TEST USE ONLY - Adabe Sign. a Document Cloud solution <adobe-sign-certified@adobe.com >, Adobe Systems Incorporated, certificate issued by VeriSign CA for Adobe CDS, Signed and all signatures are valid. Document was updated G Sansture panel | [Ei-Highign: bisting Fecs
after signing. Open Signature Panel to view the document change history. =

« Confirm your deposit by phone or or
online.
+ You'll receive a paper voucher for D Savings/MIA/Money Market Account Number

your records.
Bank'’s Routing Number

It's simple... here's how.
« Payroll Checks

Take this completed application | authorize (name of business) -
form to your employer’s payroll and my bank to automatically deposit my payroll check into my
department. Include a voided check account listed above (this includes my authorization to correct
so your employer can confirm your entries made in error.) This authorization will remain in effect until
account and routing/transmit | give written notice to cancel it.
numbers. And that's it! Your Digitally signed by Andrea Valle

e P 1 - Reason: | am approving this
employer does the rest! Jm ) agreement

Date: 2017-02-27 18:15:24+01:00

« Government Checks
Your Banker can sign you up today! Customer Signature

Member FDIC

24
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a4 H
el X Adobe Sign Releas
Certi by TEST USE ONLY - Adobe EchoSign e-signature service <echosign-certified@adobe.com >, Adobe Systems Incorporated, certificate issued by VeriSign -
é‘: Signature Panel

The Audit Report shows
each step taken during = direct-deposit

= = T —— Adobe Sign Document History 02/2712017
the signing process. e —

By: Andrea Valle (awall@fastwebnet.it)
Status Signed

Transaction ID: CBJCHBCAABAAKA_-EwF6ysZBOdaZoUh_-ET40J-2XTk

"direct-deposit" History

) Document created by Andrea Valle (awall@fastwebnet.it)
02/27/2017 - 5:43:36 PM GMT+1- IP address: 193.104.215.11

» Document digitally signed by Andrea Valle (awall@fastwebnet.it)
Signing reason: | am approving this agreement
Cloud Service Provider: Intesi
Certificate issuer: Intesi Group FEA CA
Secure signing time: 02/27/2017 - 6:15:24 PM GMT+1 - Signer IP address: 193.104.215.11

Signed document emailed to Andrea Valle (awall@fastwebnet.it) and avalle@adobe.com
02/27/2017 - 6:15:28 PM GMT+1

© 2017 Adobe Systems Incorporated. All Rights Reserved. 25 "‘
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Advancing the Digital Signature Landscape

[ =
. =
S —

Secure transactions, Cloud storage, no Simple certificate Easy deployment
on the go downloads ownership for end users

© 2017 Adobe Systems Incorporated. All Rights Reserved. "‘
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Architecture of a Cloud Signature Service CR e,

Cloud Signatures are created through multi-user HSM as a centralized signature device hosted by a Trust
Service Provider. They offer a secure access to applications via multi-factor strong authentication.

KSI’gnDocument

SignDigest
mlthKeyN

Web Signature L@
R Application AP| Gateway
— Service

O DigestSign

O Signature WithKeyN
\ / Process / ]

® DocumentWithSignature

@ signatureObject

D Signature
Creation

Q Notification
© Authorization . pe .

Certification

Multi-factor Strong I ' Authority

Authentication Server s, PrivateKey AATL/EUTL

| @ Authentication . generation
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Specifications

Supports the most demanding digital signature standards
like ETSI and CEN

Web services APl based on REST and JSON. Modern and easy.

Support the broadest range of requirements, in the EU and beyond.

Compliant services provide self discovery
Designed to support modular services in line with the mission/capacity of the provider.

Services may implement only a particular subset of the APl methods. Clients can discover
the supported APIs.

Complete support for client and user authentication

Covers any contexts: cloud and on premise services, desktop and mobile apps.

Supports password-based, OAuth, SAML, Open-ID Connect, SSO, federated authentication.

Flexible support for credential authorization mechanisms
Static PIN, synchronous and asynchronous OTP, OAuth, SAML, Biometric, etc.

Multi-Factor-Authorization can be obtained by combining multiple mechanisms.

V1 Specification covers architectures, protocols and API for Remote
Signature creation.

Flexible hash-based signature API

© 2017 Adobe Systems Incorporated. All Rights Reserved. 29

CLOUD
SIGNATURE
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Next Steps

CSC Standardization Roadmap

Signature creation services

Signature validation services

Certification enrollment services CLOUD
. . . SIGNATURE
Gateway services for personal and mobile signature devices CONSORTIUM

Long Term Preservation and archiving services
Notarization services

Electronic Registered Delivery services

© 2017 Adobe Systems Incorporated. All Rights Reserved. 30 "‘
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Moving Digital Signatures
into the Cloud

Fa\
Adobe



Taking Action

Adopt the Cloud
Signature Consortium
specifications.

Work with industry-
leading Adobe
applications.

Fvaluate your options.
e Build?
e Buy?
o PRI

Al



Taking Action

Adopt the Cloud
Signature Consortium
specifications.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

CLOUD

y e
{\{o SIGNATURE
- CONSORTIUM

COUNPOK LINIA

v' Get the technical specifications

http://www.cloudsignatureconsortium.org/specifications

v" Join the Cloud Signature Consortium

ask@cloudsignatureconsortium.org



http://www.cloudsignatureconsortium.org/specifications
mailto:ask@cloudsignatureconsortium.org

Taking Action

Work with industry-
leading Adobe
applications.

© 2017 Adobe Systems Incorporated. All Rights Reserved.

N

Adobe
Yaope

v’ Join the Adobe Cloud Signature Partner program

https://acrobat.adobe.com/us/en/why-adobe/cloud-signature-partners-
program.html

v" Sign up for the Cloud Signature Preview

https://adobe.allegiancetech.com/cgi-bin/qwebcorporate.dll?idx=K5AGJ4

A

Adobe


https://acrobat.adobe.com/us/en/why-adobe/cloud-signature-partners-program.html
https://adobe.allegiancetech.com/cgi-bin/qwebcorporate.dll?idx=K5AGJ4

Partnering with Adobe

Work with the global leader

= Reach 1B devices through Acrobat Reader

= Work with Adobe Sign. Clear market le
= Getin-product visibility

= \We're not in the digi

© 2017 Adobe Systems Incorporated. All Rights Reserved.

* Vendor Landscape: E-signatures, Q4 2016 - Forrester Research L&!
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Taking Action

Fvaluate your options.
e Build?
e Buy’
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http://www.intesigroup.com/en
http://www.intarsys.de/

Intesi Group: a Technolog

Tech Different!

Unconventional thought, innovative
proposals and innovative solutions that
will transform the market of logical
security, digital signature and encryption.

Cloud Platform On Premise

_name" "Vous devez remplir ce chomps.'
FILTER_VALIDATE _EMATL false
_name * 'Vous devez entrez ure odresse courriel volide.'

e 2 million signatures ¢ >10 million certificates

0 downtime
. e Upto 500 signatures
= = per sec : e
© 2017 Adobe Systems Incorporated. All Rights Reserved. 37. "‘
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Intesi Group: a Technolo

CheBanca!

CEDACR/ InfoCert

GROUP

2009 First Remote Signature project in Italy

2011 IdenTrust certification

2015  Qualified Secure Signature Creation
Device

v 2016 Gartner Electronic Signature Market

AN N

ue_name "
FILTER_VALIDATE_EMATL se
_name 'Vous devez entrez ure odresse courriel valide.'

= roup Cloud Signature ' B o
— d in Adobe Document Cloud 4
© 2017 Adobe Systems Incorporated. All Rights Reserved. 38 "‘
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Intesi Group offering

On-Premise infrastructure

e Qualified SSCD

e (CSCcompliant

e CAindependent

e Scalable performance

e Business continuity

e Simple Integration

e Multi OTP provider
 Electronic Signature/Strong

Authentication/Encryption

© 2017 Adobe Systems Incorporated. All Rights Reserved.

PkSuite

39

10

D
Cloud services Fé

e Based on PkSuite products

e%e

* Transparent migration to on premise
infrastructure

e Multi CA connectors

* High availability (Multi site installation)

e Web portals

e Mobile Apps

o OEM offer

e Noinitial investment

e Fastadoption

A

Adobe



DIGITAL 1D
ENROLLMENT

© 2017 Adobe Systems Incorporated. All Rights Reserved. 40 "‘
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10 |

sssoo nVision = 2:00 PM 1100 % [

' INTESI
GROUP

L] STORE

BUY NOW

I've already bought

© 2017 Adobe Systems Incorporated. All Rights Reserved. 41 "‘
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10 |®

ssmoo nVision 8:00 PM 100% =)

Your purchase

Enter th ner email that will also be the certificate

SIGMER MAIL

VAT not includ

Validity

Come and meet us Contact us Follow us
l o | NT ES | via Taring, 43 Emnail: intesi@ Good content, its a promise
20123, Milano, kalia Tel #3907 .
& GROUP . soma - M3 Missori Fax; +30 02 67606437 in ' n

© 2017 Adobe Systems Incorporated. All Rights Reserved. 42 "‘
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10 |®

senoo imVision F £:00 PM 1 e [y

l INTESI
GROUP
- S

Complete your purchase

Billing information

Personal data

FIRST NAME*

LAST NAME*

PHONE*

© 2017 Adobe Systems Incorporated. All Rights Reserved. 43 "‘
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see00 InVision =

8:00 PM

LIFIED
o
ATURE

ature certificate

Licence property of:

Choose payment method

EJ

44

10000 % [E—p

10 |®
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10 |®

weens inVision £:00 PM 1001 (=) sss00 InVision ¥

8:00 PM 1008 [S—)

INTESI
GROUP

Book your appointment

Book your appointment

Pick a day

< NOVEMBER *

10.00

13.00

15.00 -

© 2017 Adobe Systems Incorporated. All Rights Reserved. AR "‘
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10 |®

sseoo |nVision F E:00 PM 1 () [

l INTESI
GROUP
L]

Excellent!

inue addino
inue adding

GO TO THE

© 2017 Adobe Systems Incorporated. All Rights Reserved. 46 "‘
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10 |

Mail = 16:24 test4mind.com

oo Valid -+

| NTES' QUALIFIED
l o GROUP SISNATURE
[

L Avail
S App Store

Qualified Cloud Signature
Intesi Group

Valid

Certificate enrollment completed!
Soon you'll receive a confirmation

Registration succesfully completed : ey !
email from your Certification Authority.

Click the following button to enroll the certificate

ENROLL
CERTIFICATESS §

If it doesn't work, copy the following link in your E

> Done Ok

10213141516 7]8]9|]0

$ & @ n

L

Services History Settings

© 2017 Adobe Systems Incorporated. All Rights Reserved. 47 "‘
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10 |

627836

Qualified Cloud Signature

© 2017 Adobe Systems Incorporated. All Rights Reserved. 48 "‘
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Taking Action

Adopt the Cloud
Signature Consortium
specifications.

Work with industry-
leading Adobe
applications.

Fvaluate your options.
e Build?
e Buy?
o PRI

Al



Partnering with Adobe

Work with the global leader

= Reach 1B devices through Acrobat Reader

= Work with Adobe Sign. Clear market le
= Getin-product visibility

= \We're not in the digi

© 2017 Adobe Systems Incorporated. All Rights Reserved.

* Vendor Landscape: E-signatures, Q4 2016 - Forrester Research L&!
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Thank you!
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