FSS NOTIFICATION REGISTRATION

In accordance with the notification requirements stipulated in item 12 of Annex N2 4 to the Statute “On
importation and exportation of encryption (cryptographic) items implemented in the customs territory of
the Eurasian Economic Union”. Adobe, Inc. hereby publishes the following information regarding the
software Adobe Photoshop CC version 2019 or later:

a) We confirm that Adobe Photoshop CC version 2019 or later will be generally available to the public by
being sold, without restriction, from stock at retail selling points by means of any of the following:

e Qver-the-counter transactions;
e Mail order transactions;

e Electronic transactions;

e Telephone call transactions.

b) We confirm that the encryption (cryptographic functionality) of Adobe Photoshop CC version 2019 or
later cannot be easily modified by the user. The encryption (cryptographic functionality) of Adobe
Photoshop CC version 2019 or later is defined at the development stage and there is no provided possibility
to modify it further by the user.

A modification of the cryptographic functionality is being able only by modifying the Adobe Photoshop CC
version 2019 or later source code and subsequent compiling. It is necessary to have a lot of knowledge and
programming skills to do that as well as Adobe's developers. At the same time Adobe Photoshop CC version
2019 or later is a proprietary software of Adobe, Inc,, which means that the source code cannot be obtained
and used by the user or third parties.

Moreover, Adobe Photoshop CC version 2019 or later executive files have its own hash values. The values
are verified at each software launch, which provides an integrity of the software. Thereby, only Adobe, Inc.
can modify the encryption (cryptographic functionality) of Adobe Photoshop CC version 2019 or later. The
user may only update the software using the downloadable data packages. Updating does not entail a
change in the cryptographic features of the software.

¢) We confirm that our Adobe Photoshop CC version 2019 or later are designed for installation by the user
and can be used without further substantial support of the supplier.

Installation or use of Adobe Photoshop version 2019 or later does not require special knowledge or
substantial support of the supplier, because installation and use, as well as a list of frequency questions and
issues, are fully described in the user guide available on the web. Automatic software updates only expand
the functionality of the product and are not necessary.

d) Technical documentation for our Adobe Photoshop CC version 2019 or later is accessible and will be
provided by the manufacturer or its authorized agent, upon request, to the appropriate coordinating
authority in the importer's country in order to ascertain compliance with conditions described in item 12 of
Annex No 4 to the Statute “On importation and exportation of encryption (cryptographic) items
implemented in the customs territory of the Eurasian Economic Union”.

Adobe Photoshop CC version 2019 or later has only the following cryptographic functionality:

ALGORITHM KEY HOW Data Protected | Sender/Recipient | Format of
LENGTHS | USED/PURPOSE Data




3DES 168-bit Protect image Image Data Adobe Photoshop  [Photoshop
data in transit to other iOS devices |PSD, PSB
image data
formats
3DES 168-bit User User Credentials |Adobe Photoshop |Encrypted
authentication to other iOS devices [Strings
SHA-256 256-bit Software code Creative Cloud |n/a exe dll, .8bi
signing executable files on plugins)
customers drives
i.e.
Photoshop.exe,
Photoshop.dll)
RSA 1024-bit Software code Creative Cloud |n/a exe dll, .8bi
signing executable files on plugins)
customers drives
i.e.
Photoshop.exe,
Photoshop.dll)

The cryptographic functionality cannot be used for other purposes. Technical documentation for Adobe
Photoshop CC version 2019 or later is published on the official web-site:

https://helpx.adobe.com/ru/photoshop/user-guide.html

PEMNMCTPAUUNA HOTUPUKALINN PCB

B cooTtBeTcTBUM C TpeboBaHMAMMK, ycTaHoBNeHHbIMK [punoxeHnem Ne 4 k “[NonoxeHnto o0 BBO3e
Ha TaMOXXEHHYO TeppuTtopuio EBpasmMinckoro SKOHOMMYECKOrO COK3a U BbIBO3E C TAMOXEHHOW
Tepputopum EBpPasvMiCKOro 3KOHOMWUYECKOrO CO3a LWKdpPoBanbHbIX (Kpuntorpaduyeckmx)
cpencts” komnaHma Adobe, Inc. HacToswMM nybnukyeT Crneaylowyro UHgopMauui o
nporpammHoM obecnedeHmn Adobe Photoshop CC Bepcusa 2019 n nocnegytowiue:

a) Ml nogTBepxgaem, YTO Npon3BeaeHHoe HaMmu nporpammHoe obecneveHme Adobe Photoshop
CC Bepcus 2019 mn nocrnegyowme obwenocTynHo Ang NpoaaXxkn HaceneHmto B COOTBETCTBUMN C
3aKoHO4aTenbCTBOM rocygapctBa - 4neHa EBpasuickoro 3KOHOMMYECKOro coto3a 6e3
OrpaHNYeHnin N3 UMELLErOCH B HaNU4MmM acCopTUMEHTa B MeCcTax pO3HUYHOM

NpoAaxu nocpeacTBoM Noboro 13 cnegyroLlero:

® [poAdaXu 3a HalilvHble,
® [Ipodakun nyTemM 3aka3a TOBapOB MO MNMo4yTe,
®  JJIEKTPOHHbIX COENOK;
® [poaaxwu no TeJ'Ie(*)OHHbIM 3aKasawm,
6) Mbl nogreepxgaem, 4YTo mmcbpoaaanble (KpVII'ITOFpad)VI‘-IeCKMG) d)yHKU,I/lOHaJ'IbeIe

BO3MOXHOCTM nporpammHoro obecneyernst Adobe Photoshop CC Bepcus 2019 n nocnegytowme
He MOryT OblTb M3MEHEHbI NoNb3oBaTenieM NPOCTbIM CNOCOBOM.

LWndpoBanbHble  (kpuntorpadmyeckne) @yHKUMOHANbHbIE  BO3MOXHOCTM  MPOrPamMMHOrO
obecneveHns Adobe Photoshop CC Bepcusa 2019 u nocnegylowme onpegeneHbl Ha aTtane
paspaboTku, 1 ux nocrneayoLliee N3MeHEHNe Nonb3oBaTeNnem He NpegyCMOTPEHO.

N3meHeHne kpuntorpadmyecknx BO3MOXHOCTEN MPOrpaMMHOro MpoaykTa BO3MOXHO TOSbKO
noCcpeacTBOM  BHECEHMSI M3MEHEHUA B WCXOOHOW Ko4 Mnporpammbl M NOCMeAyoLwero


https://helpx.adobe.com/ru/photoshop/user-guide.html

KOMnunupoBaHus. [Ona BHECEeHUs W3MEHEeHWA B WUCXOOHbIM KoAg TpebyeTcs Hanuuve
3HAYMTENBHOIO KONMYECTBO 3HAHWI N TaKMX HaBbIKOB NPOrpaMMMpOBaHnst, KOTOPbIM 0GnagatoT
paspaboTunkm Adobe, Inc. B 10 xe Bpems nporpammHoe obecneveHne Adobe Photoshop CC
Bepcua 2019 un nocneaywouwue apnsetca cobctBeHHocTblo Adobe, Inc. n umeet 3akpbIThin
WCXOAHbIN KOA, YTO O3Ha4YaeT HEBO3MOXXHOCTb €ro Nony4YeHnsa 1 UCNoNb30BaHUA NONb3oBaTeENEM
UNn TPETbUMM NINLAMM.

Kpome Toro, ncnonusiemsle cannsl Adobe Photoshop CC Bepcua 2019 n nocnegytowine umeroTt
COOCTBEHHYIO XeLl-CyMMy, KOTopasi MpoBepsieTCs MNpy KaKAOM 3anycke, 4to obecneumBaeT
LeNOCTHOCTb U HEM3MEHHOCTb NPOrpamMMHOro obecneveHus.

Takum obpasom, uckntountensHo Adobe, Inc. MeeT BO3MOXHOCTbL U3MEHUTL

LWndppoBarnbHble (KpynTorpadguyeckme) pyHKLMOHaNbHbIE BO3MOXHOCTM 4AHHOIO NPOrpamMmmMHOro
npoaykra. Monb3oBaTtento nyb npegnaraetcsa BO3MOXHOCTb OOHOBUTb
nporpammMmHoe obecneveHme NpyM MOMOLM  3arpykaembix oduumnanbHbiXx  gUCTpnbyTrMBoB
N3roTOBUTENS, YTO HE BIIEYET N3MEHEHNS KPUNTOrpadoMHEeCKNX XapakTepPUCTUK TOBapPOB.

B) Mbl nogTeepxgaem, 4to nporpaMmmHoe obecneyeHne Adobe Photoshop CC Bepcus 2019 un
nocnegywowme paspabotaHo Ans yCTaHOBKM nornb3oBaTtenem 6e3 ganbHenwen cyLecTBeHHON
NoAAEPKKM NOCTABLLUKOM.

YcraHoBka n ucnonb3oBaHne Adobe Photoshop Bepcus 2019 n nocnegyowme He TpebyeTtcs
cneumanbHbIX 3HaHWI n He npeanonaraet CyLLIeCTBEHHOM noaaepxkm
N3roToBUTENs/NOCTaBLLMKa, TaK Kak AaHHbIE MPOLECCHI, @ TakKe CMMCOK OCHOBHbIX BONPOCOB 1
OWMBOK MNOMHOCTBbI OnucaHbl B PykoBoacTBe nonb3oBaTenss M Ha caWTe W3roToBUTENS.
Moppepkka nonb3oBaTens MNOCPEACTBOM aBTOMATUYECKOro OBHOBMAEHMS NPOrpaMMHOro
obecneveHnsa NULWb pacmpsaeT PyHKUMOHaN npoaykTa n He aBnaeTcs o6a3aTenbHbIM.

r) TexHuyeckas gokymeHTauusa Ha nporpammHoe obecneyenne Adobe Photoshop CC Bepcus
2019 1 nocnegyowme pasmeLleHa n3rotoeBmteniem B cBO60QHOM LOCTyNe M NpegocTaBnseTcs
npy HeobXxo4MMOCTM U3rOTOBUTENEM UNKN YNONHOMOYEHHbIM FIULOM COrfnacyrLlemMy opraHy no
ero 3anpocy.

MporpammHoe obecneyveHne Adobe Photoshop CC Bepcusa 2019 u nocnegywowme mmeet
cnegyloLwmnn Kpyntorpagnyecknin yHKLMOHarn:

Anroput™ | dnunHa HasHayeHue 3awmwaemsle Otnpasutens/Monyyatens| Popmat
K/tova aHHble ABHHBIX
3DES 168-bit | LUndposaHne MN306paxeHus Adobe Photoshop /i0S-  [Photoshop
nepepaBaemMbIX YCTPOWMCTBa PSD, PSB
n306paxxeHnm
3DES 168-bit | AyTeHTudmKaumsa NaeHtndukaumoHHbie/Adobe Photoshop to Encrypted
nonb3oBaTens naHHble other iOS devices Strings
nonb3oBaTens
SHA-256 | 256-bit | Lindposas McrnonHaemble dainbiHeT Lexe .dll,
nognuck Koga Creative Cloud Ha .8bi
YCTPOMNCTBaX (plugins)
nonb3oBaTens
RSA 1024- | Uudpposas McrnonHaemble dainbiHeT Lexe .dll,
bit nognvcb koaa Creative Cloud Ha .8bi
YCTPOMNCTBaX (plugins)
nonb3oBaTens

[aHHbIN PyHKUMOHAN He MOXeT BbITb MCMONb30BaH A5 MHbIX Lienen.

TexHnyeckas oKyMeHTaums Ha nporpaMmmHoe obecneveHne Adobe Photoshop CC Bepcust 2019
n nocnegyolwme pasmeLleHa n3rotosmtenem B cBO6G04HOM AOCTyne No agpecy:



https://helpx.adobe.com/ru/photoshop/user-guide.html
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